
URGENT: CEASE AND DESIST DEMAND 

Date: [Date] 

To: [Name of Recipient/Entity if known, or ISP/Domain Registrar Name] 

Address: [Address, if available] 

Email: [Email Address for Abuse Department] 

Re: Unlawful Impersonation and Phishing Activity 

To Whom It May Concern, 

This law firm, [Name of Law Firm], represents the interests of its partners, including [Name of 

Specific Partner(s) being impersonated]. It has come to our attention that you are, or your 

services are being used for, the unauthorized use of our firm's name and the names of our 

partners to conduct fraudulent phishing scams. 

Specifically, the following unauthorized activities have been identified: 

• Sending deceptive emails from the domain [Insert Fake Domain] or address [Insert Fake 

Email Address]. 

• Impersonating [Partner Name(s)] to solicit sensitive information or financial payments 

from clients and the public. 

• Unauthorized use of our firm's trademarked logo and professional credentials. 

These actions constitute identity theft, trademark infringement, and wire fraud, and are in direct 

violation of state and federal laws. Your actions are causing irreparable harm to the reputation of 

this firm and its partners, and are placing innocent third parties at risk of financial loss. 

DEMAND IS HEREBY MADE THAT YOU IMMEDIATELY: 

1. Cease and desist from all impersonation of [Name of Law Firm] and its partners. 

2. Deactivate the fraudulent website and email accounts associated with this activity. 

3. Provide written confirmation within [Number] hours that these actions have been taken. 

Failure to comply with this demand will result in immediate further legal action, including but 

not limited to, filing formal complaints with the Federal Bureau of Investigation (FBI) Internet 

Crime Complaint Center (IC3), notifying relevant bar associations, and pursuing civil litigation 

for damages and injunctive relief. 

This letter is sent without prejudice to our rights and remedies, all of which are expressly 

reserved. 

Sincerely, 



[Your Name/Signature] 

[Title] 

[Name of Law Firm] 

[Phone Number] 

[Official Website URL] 


