[Law Firm Letterhead]
[Date]

[Recipient Name]
[Recipient Address]
[City, State, Zip Code]

RE: NOTICE OF DATA BREACH INVOLVING ARTIFICIAL INTELLIGENCE
SYSTEMS

Dear [Recipient Name],

We are writing to inform you of a data security incident involving our firm's use of artificial
intelligence (Al) technologies that may have affected your personal or legal information.

What Happened?

On [Date], we discovered that [Description of event: e.g., an unauthorized prompt injection, data
leak via third-party Al provider, or unauthorized access to Al training logs]. Our investigation
determined that an unauthorized party may have accessed data processed by our Al systems
between [Start Date] and [End Date].

What Information Was Involved?
The information involved may have included your:

e Full name

e Legal case files or documents

e Social Security number or identification numbers
o Financial account information

e [Insert other specific data types]

What We Are Doing

We have taken immediate steps to secure our Al environment, including [e.g., suspending the Al
service, resetting credentials, and enhancing API security]. We have also notified law
enforcement and are working with external cybersecurity experts to prevent future occurrences.

What You Can Do

We recommend that you remain vigilant by reviewing your account statements and monitoring
your free credit reports. You may also [Insert specific action: e.g., enroll in credit monitoring
services provided].

For More Information
If you have questions regarding this incident, please contact us at [Phone Number] or [Email
Address].

Sincerely,



[Name of Partner/Privacy Officer]
[Law Firm Name]



